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Remote Server Ostendo API Setup for Freeway and Third Party Connections

|Overview

This guide covers the setup, configuration and installation of the Ostendo API Service that
allows external applications (e.g. Freeway, PowerBlI, Excel) to access an Ostendo Continuum

database.

The instructions below use AWS and Azure as examples which can be easily applied to other

server platforms, whether on a local or remote server.

Note — The method of configuring an API service in the previous Ostendo 242 version within
the Ostendo Client using File->API Service->Api Configuration will not work in Ostendo
Continuum if the Server is separate from the client machine.

Note — For multiple APl connections to different databases it is recommended to follow this
guide separately for each connection, using a different port and API installation folder for
each.

|Prerequisites

1. Server administrator access to the server or Ostendo root folder installation.

2. The Ostendo API Service installation file. In the absence of a Continuum download being
available it is OK to copy your existing Ostendo Ver 242 API executable,
ostendoapi .exe. For sites configured for an HTTPS environment all necessary Ostendo

API files can be found in the OstendoAPI folder within the Ostendo Server Install bundle.

A registered domain name with a valid SSL certificate installed.

The path to your Ostendo database file (.FDB).

AN

Windows and virtual server firewall access to the required port.

IChoose a Port and Open Environment Security Settings

Choose an unused port for the API to handle connections through. This guide uses Port 8441 as
an example. The chosen port must be open to allow all incoming and outgoing TCP traffic from

your desired IP range and/or location. Here are examples of how to do this in AWS and Azure.
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AWS Security Permissions

1. Open your Ostendo EC2 server instance within the AWS console online.

2. Click on Security and go to the security group that is linked to this instance

Instances (1/1) info

| Q, Find Instance by attribute or tag (case-sensitive)

[ Instance state = running | X] [ Name = Ostendo test )(] Clear filters

Name 2 v Instance ID I Instance state ¥ I

[ Ostendo test i-Ocd6c5e3288ack4db @ Running & Q

i-0cd6c5e3288ac64db (Ostendo test)

Details Status and alarms Monitoring Networking S

¥ Security details

1AM role Owner ID
- 0 6064130
Security groups
I0] sg-0da5f391d88454dd6 (launch-wizard-1)
3. Select Edit Inbound Rules -> Add Rule
L4 Inbound rules QOutbound rules Sharing VPC associatic »
Inbound rules (5) @ Manage tags ( Edit inbound rules )
| Q| Search |
sgr-066b4clebc0a05eet [ rOP v |
I t Add rule ) I
4. Add the following information:
a. Type - Custom TCP
b. Port Range - 8441
c¢. Mask- 0.0.0.0/0 (from anywhere)
5. click Save Rules
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6. You can add an outbound rule if necessary. However, as a default AWS EC2 instances

already allow all outbound traffic so usually there is no need to.

Azure Security Group Settings

1.

Navigate to the Virtual Machine that hosts the Ostendo Server, then select the Resource

Group
Compute infrastructure | Virtual mac... « @ g Ostendo-Test = # -~ M  Hebmecopytisv
Microsoft Virtual machine
| A Search | ¢« Virtual machines  Get started | 2 Search | o« @ [ Help me copy this VM in
@ Overview | EX overview & comnect o [> start !
+ Create v ® Reservations ™
g5 All resources B Activity log
~ Infrastructure F_Q Access control (JAM) # Essentials
Name T '
I K3 virtual machines I D ame ‘ Tags Resource group (move)
o . Ostendo Test
% Virtual Machine Scale Set [] Ostendo-Test I # Diagnose and solve prablems
(VMSS) W Status
! Racanirea vicualivar Running
Click on the Network Security Group in the list of Resources.
I:' B octendo-Test Virtual machine
D &= Ostendo-Test-ip e Public IP address
D :’ Ostendo-Test-nsg e Metwork security group I
D 1] ostendo-test925_z1 Network Interface
D ® Ostendo-Test_OsDisk_1_c08476bb92274763acccs18aTala3fde Disk
I:' 4> ynet-newzealandnarth Virtual network
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3. Inthe Network Security Group screen click Settings->Inbound security rules->Add

v Ostendo-Test-nsg | Inbound security rules

MNetwork security group

Cstendo-Test-nsg

p— Source (@
|P Search | « add |8 Hide default rules () Refresh | Any
—
Overview —
¢ twork security group secu &5 are evaluatf Source portranges * (O
H Activity log rotocol to allow or deny the traffic. by ru *
rules, but you can override them with rule h
Ao Access control (IAM) Destination (0
€ Tags £ Filter by name | Any
. Port == all Protocol == all Solf L
# Diagnose and solve problems Service (D
. . iority T T Cust
<o« Resource visualizer Priority Name T | uEtam
v Settings D 300 A RDP Destination port ranges * (D
8441
* Inbound security rules [ 320 HTTPS |
r - Protocol
. outbound security rules [] 340 HTTP rotoca
O any
W Network interfaces 65000 AllowVnetinBourny @ —
4> Subnets 65001 AllowAzureloadB () upp
Il Properties 65500 DenyAllinBound O 1cmpva
4 O ICMPvG
L Locks O
» Monitoring Action
) @ Allow
» Automnation
O Deny
> Help
Priority * (D)
| 350
Name *
| OstendoFreeway
Add [ Cancel

4. Enter the following information and click Add.

a. Source: Any (Allows traffic from any IP address)
b. Source Port Ranges: *
c. Destination: Any
d. Service: Custom
e. Destination port ranges: 8441
f.  Protocol: TCP
g. Action: Allow
h. Name: OstendoFreeway (or a user friendly name for this port)
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|Open Port in Windows Firewalll

The Windows Server will have it’s own firewall with only necessary ports open. You must allow

inbound and outbound traffic through the firewall by manually creating 2 rules for each port

that you want to open. In this example only 1 port is required so we create 2 rules, one for

Inbound Traffic and one for Outbound Traffic.

Open Windows Defender Firewall with Advanced Security by searching for ‘Defender’ in the

windows home search bar.

Windows Firewall Outbound Rule

1. Click on Outbound Rules->New Rule->Port

ﬂ Windows Defender Firewall with Advanced Security

File Action View Help

LI EEY

@ Windows Defender Firewall wit]

= MName Outbound Rules

£% Outbound Rules I

2w Connection Security Rules
» lﬂ Menitering

Actions

Ostendo
Ostendo Freeway API I 57 Filter by Profile
@{Microsoft.SecHealthUI_1000
@{MicrosoftWindows.5697880"
@{MicrosoftWindows.5705857(
@{MicrosoftWindows, 5707430«
¥ @ MicrosoftWindows. 5707491:

a MNew Rule...

7 Filter by State
7 Filter by Group

View

Action
:N

ﬂ' Mew Outbeund Rule Wizard
Rule Type

Select the type of firewall e to create.

Steps:
@ Rule Type
@ Protocol and Ports

What type of rule would you like to create 7

) Program

Rule that controls connections for a program.

@ Name

© Port

Rule that controls connections for a TCP or UDP port

(_) Predefined:
AMlJoyn Router

2. Use the following screenshots to set the Outbound Rules and click Next in each stage.

@ New Outbound Rule Wizard >
' Protocol and Ports
Specify the protocols and ports to which this rule applies.
. Steps:
|@ Rule Type Does this rule apply to TCP or UDP?
' & Protocol and Ports O 1™CP
@ Action ) ubDP
@ Profile
N
@ Hame Does this rule apply to all remote ports or specific remote ports?
() All remote ports
0 Specific remote ports: 8441
Example: 80, 443, 5000-5010
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3. Allow the connection

ﬂ Mew Qutbound Rule Wizard

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
@ Rule Type What action should be taken when a connection matches the specified conditions 7

@ Protocol and Ports
© Allow the connection

e Thig includes connections that are protected with IPsec as well as those are not.
@ Profile
. () Allow the connection if it is secure
@ Hame Thig includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

) Bleck the connection

4. Tick Domain, Private and Public

9 Mew COutbound Rule Wizard

Profile
Specify the profiles for which this rule applies.

Steps:

Rule Type When does this nule apply?

&

Protocol and Ports

4
@ Action B Domain
& Profile Applies when a computer is connected to its comporate domain.
@ Mame @ Private
Applies when a computer iz connected to a private network location, such as a home
or work place.
@ Public

Applies when a computer is connected to a public netwark location.

5. Giveitaname

9 Mew Outbound Rule Wizard

Name

Specify the name and description of this rule.

Steps:

Rule Type
Protocol and Ports
Action

Profile Name:

Ostendo Freeway AP

E & & & &

Name
Description {optional):
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6. Click Finish in the last stage.

Windows Firewall Inbound Rule

1. Click on Inbound Rules->New Rule->Port

| New Inbound Rule Wizard
Windows Defender Firewall with Advanced Security
ﬂ Indows Deftender Firewal d anced >ecurity RuIeType
File Action View Help

w9 n@E = EE

| Select the type of firewall rule to create.

o T e " et et
#7‘ Rule Type &t type of rule would you lie to create?
B Carooang g Protocol and Ports
B Connection Security Rules I 3 NewRule.. fe)
> B, Menitoring 9 Ostendo 7 Fier by Profie R tha corirls cornections for a progra

1 Ostendo Freeway o Frofie
@(Microsoft secHeatthul_1oo | || ¥ FiterbyState O Port
@ ms-resource:ProductPkgDispla | || 7 Filter by Group Rule that cortrols connections for a TCP or UDP port.
ms-resource:ProductPkgDispla View o) —
ms-resource:ProductPkgDispla
) ms-resourceProductPkgDispla || 2 NeTesh bR
ms-resourceProductPkgDispla |5 Export List... Rule that controls connections for a Windows experience:

2. Follow steps 2 to 6 above. The inbound and outbound rules use the same settings.

IBind SSL Certificate to the Port

Open the TMSHttpConfig.exe executable in your Ostendo Installation folder.
Click Add

Enter the https record for the port like https://+:8441/

Click ok:

=W e

_ C:\Ostendo X +
& - T C J > ThisPC > Windows(C) > Ostendo >
@ New~ % O B ® W Mosotr = views e
EI Gallery Mame DNate mndiﬁ:d Tune Size
er TMS Sparkle - Http.Sys Config Tool — O
D ostdbservconfig.cfg
@ Desktop » @} ostendoremotedb.exe Url Ad 5L
" &) ostdbservconfig.exe Remove
Downloads  #

D clientconfig.bd

= Documents #
{%‘} ostendoremotedb_202511430.exe

Pictures » |8 Setup_55L.ps1

O Music » {%‘} ostendoremotedb_202511498, exe
htip: f/+:80/Temp

i3 Videos » https:/j*: 5358/

https:/f+:10245\ Granteg to accounts:

Ostendo |Ca TMSHttpConfig.exe https:/f+:2001/
https:/{+:3392/rd
admintools.html https:/f+:443/sra
APl https: /f+: 5986 fw!
€ dbadmin.html
InstallAPl.bat ok Cancel
» - This PC |
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5. Navigate to the SSL tab and bind your SSL Certificate to this port:
Click Add

a
b. Enter the port number

c. Click Select Certificate

d. Inthe windows security screen click OK

e. When you are taken back to the Add SSL Certificate screen click Ok.

LIATE MONITIED LW ERE SITE
B TMS Sparkle - Http.Sys Config Too = O *

nfig.cfg
stedb.exe url g S5t
nfig.exe Remove View Certificate
bt 0.0.0.0:2001

stedb_202311430.exe

== Windows Security

o B Add SSL Certificate *
UL T LI alc
" Ip Address: 0.0.0.0 Porgl 8441 . . . .
o /7 Confirm this certificate by clicking OK. If this is not the correct
ﬂ App ID: {DDDDDDDIJ—CIDnD—DDDD—O‘ODDDODDDDDU} certificate, click Cancel.

W CertStore: My Select Certificate

n CertHash: 84826b9e51a2d925823d257049182df3e 7Fo0g7F ostendonz.nzsportshealth.co.nz
I Issuer: R13
t Ok Cancel

Certificate Store: My
Certificate Mame: oste
Thumbprint: 84826b%e51a
App Id: {D0000000-0000-0000

Valid From: 11/27/2025 to 2/25/2026

nzsportshealt Click here to view certificate properties

You may close all windows. The background windows setup is complete. The next section uses
Ostendo scripts and configuration files to run the API application as a service for connecting to

the Database.

|Configure and Install API Service

Step 1. Upload installation file

Upload the ostendoapi . exe file to your server. As a guide, save the file in your Ostendo
Application directory in a newly created folder ‘APT’ For sites configured for an HTTPS
environment all necessary Ostendo API files can be found in the OstendoAPI folder within the

Ostendo Server Install bundle.

Note: In the absence of an Ostendo Continuum API executable it is ok to copy your existing
Ostendo 242 ostendoapi.exe

2026 © Development-X Ltd Revision 1.0.1 Page 8 of 15



Remote Server Ostendo API Setup for Freeway and Third Party Connections

Step 2. Create configuration and installation scripts

Create files

Create 3 files in your newly created API folder:

- InstallAPIl.bat
- UninstallAPI.bat

- ostendoapi.ini

Your file structure should look something like this:

\_ CA\Ostendo\API . +

S R G C \ Ostendo\ AP

@ Mew ~ Tl Sort ~ = View -
/} Horme MName Date modified
[Z] InstallAPLbat 2/23/2026 11:44 PM
) Gallery
&b ostendoapi.exe 5/19/2022 12:31 AM
ostendoapi.ini 2/23/202611:42 PM
Deskto »
- P [E] UninstallAPl.bat 2/24/2026 2:26 AM
i Downloads  #

Configure files

Type Size

Windows Batch File 1KB
Application 6,031 KB
Configuration sett... 1KB
Windows Batch File 1KB

Edit the files created in the last step and add your version of the content below.

ostendoapi.ini example:

[Settings]

DBUsername=SYSDBA

DBPassword=yourdbpassword

UseHttps=1

HttpsPort=8441

SSLCert=

SSLKey=
StaticFileDirectory=C:\Path\To\Documents\Ostendo
OverrideIP=yoursubdomain.yourdomain.com.au
OverrideIPRemote=yoursubdomain.yourdomain.com.au

[Configuration 0]

Active=1

Freeway=1
Database=C:\PathToDatabase\OSTENDO.FDB

2026 © Development-X Ltd Revision 1.0.1
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ostendoapi.ini Settings Reference:
- DBUsername: Your database username, almost always SYSDBA
- DBPassword: Your database password as was set up in the Firebird Installation process
- UseHttps: Set to 1 to enable HTTPS (strongly recommended)
- HttpsPort: Set the HTTPS port number created in the steps above
- StaticFileDirectory: Path for API file storage and access
- OverridelP: Your domain that the SSL certificate is bound to
- OverrideIPRemote: Same as OverridelP

- Database: Full path to your .FDB file

InstallAPl.bat

cd\

cd %$~dpO0

ostendoapi.exe /install /name "ostapisvcl" /display "Ostendo API
Live"

net start "ostapisvcl"

PAUSE

InstallAPI.bat Settings Reference:

- /name: use a different service name for each port or API instance

- /display: A user friendly name

UninstallAPI.bat

NET STOP "ostapisvcl”

cd\

cd %~dp0

OstendoApi.exe /uninstall /name "ostapisvcl" /display "Ostendo API
Live"

UninstallAPl.bat Settings Reference:

- Use the same /name and /display settings as above

2026 © Development-X Ltd Revision 1.0.1 Page 10 of 15



Remote Server Ostendo API Setup for Freeway and Third Party Connections

Step 3 — Start the service

Double click InstallAPIL.bat. You should, after a moment, see a Service installed successfully

window pop up.

Information >

o Service installed successfully
[ ok |

Click OK and a Windows Command window should eventually look like this:

I"I cywindows\system32\cmd.e:

C:\Ostendo\API>cd\

C:\>cd C:\Ostendo\API\

C:\Ostendo\API>ostendoapi.exe /install /name "ostapisvcl" /display "Ostendo Freeway Live"

C:\Ostendo\API>net start "ostapisvecl"
The Ostendo Freeway Live service is starting.
The Ostendo Freeway Live service was started successfully.

C:\0stendo\API>PAUSE
Press any key to continue .
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| Test the AP

Check the Service is Running

1. Type ‘Services’ in the Windows home search bar and click on Services to bring up the
Services Window.
2. Search for your API service, e.g. “Ostendo Freeway API”

3. Make sure the service has a status of Running

- _

. Services (Local) . Senvices (Local) | & @ Apps  Documents  Settings  Folders  Photos »

Ostendo Freeway Live Name Description  Status  Startup Type  Log On As

2 NgcSve <Failed to anual (Trig... Local Syste.
& Nges Failed to R. Manual (Trig... Local Sy: Best match

;EE”;::E"’:E &), Now Playing Session Mana... This service . Manual Local Syste.

Restart the service 6} ofline Files The Offline .. Disabled Local Syste... Services O
) OpenSSH Authentication A.. Agent to ho... Disabled Local Syste... I % System ~
€ OpenSSH SSH Server S5H protoc.. Manual Locg

Description i€, Optimize drives Helps the c.

Ostendo Rest AP| Service [ostapisvcl] : Al Services
£ Ostendo Fr Ostendo Re...| Runnin PPs
i Ostendo Ty . System

) PORdrService_Sdcec nables trig... anual (Trig...  Local Syste. =4

& PORdrService_5d Enables trig Manual (Tig.. Locel S Compenent Services >

1€} Payments and NFC/SE Man... Manages pa... Manual (Trig... Local Service

A e - [P oo e L L meamat Infrrmatinn Candsan mICY -

Check Internet Access to the API Port

In a browser on your client machine type in your HTTPS URL with port number in the address

bar like:

https://ostendo.yourdomain.com:8441

The result should look something like this:

« c & htips://ostendo.developmentx.com:8441

Ostendo API Service (2.0.0.439)

' Table List

Resource List

Install Freeway and Connect a Solution

1. Obtain a Fast Code from Ostendo.

a. Loginto Ostendo on your Client machine using an account with Administrator

Privileges.
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b. Navigate to File->API Service->API Security
c. By default Ostendo will have an API connection security record called Ostendo |
Freeway. Ifitis not visible, click Add and create one with:
i. SQL Allowed - Tick,
ii. API Key for - Internal
d. Highlight this security record and click the Fast Code button in the right-hand
menu.
e. Record the resulting Fast Code number. This will be used in the steps below to

connect to Ostendo through your newly created port.

(=3 | %

Cloze
= Dstendo Freeway A1A0/2030 W Internal D Add

lEH Save

¥y Cancel

x Delete

5 AP Key
Fast Code

Click "0K" to copy code to dipboarI 15092312 ||

Cancel

2. Install Ostendo Freeway in your Android or 10S phone through the Play or App Store.

Make sure the originator is Development-X Limited:

[Ty

&«
Ostendo Freeway
Q Development-X Limited

3. Open the application and select Ostendo - Connect as an Employee to your Ostendo

ERP Solution.
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4. Enter a user friendly Solution Name (anything will do) and tap OK.

Solution Name

Enter a Solution Name

Ostendo Tes;l

CANCEL

5. Tap Freeway Keys from the resulting menu.

ings

Freeway Keys
Enter Keys or Fast Code

Network Tools
Advanced Network Tools / Options

Network

Local

' © O|@

Vimias BVim

6. Enter the Fast Code from the above Step 1 and tap OK. The result, after a moment,

should be a line of asterisks in the API Key and Mobility Key fields. This means the App

has connected with the Ostendo Cloud store and has retrieved the correct keys.

API Key

Mobility Key

Fast Code

15092312 I-_\P

7. Tap the back button

API Key
Mobility Key
Fast Code
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8. Then tap Network Tools->Diagnostics. If all has gone well, you will see 4 green ticks

saying the connection to your database API has been successful.

Settings
@ Freeway Keys

Enter WS or Fast Code

Network Tools
Advanced Network Tools / Options

Network

Local

API Connect Timeout (Seconds)

< 5 >

Diagnostics

0 Network Type

Local

Contact Cloud Server
Succeeded

Retrieve IP Address

https://ostendonz. nzsportshealth.co.nz:8441

Contact API
Version (2.0.0.439)

Send API Command

Succeeded
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